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A B S T R A C T

Consider the problem of granting boarding clearance for a large population of air travelers while ferreting
out any potential terrorists and denying them entry, in a short time. It is assumed that the probability of
having a terrorist in the group is very small. Further assume that the process consists of asking a series
of questions and the decision to clear or deny is dependent on the answer set. An efficient sequencing
of the questions may reduce the number of questions needed to be asked in order to reach a decision.
This problem is modeled as a question sequencing problem. The problem is intrinsically hard and hence
we develop two approaches to solving the problem. The first uses a traditional greedy heuristic approach
exploiting the relationship between answers and the outcome. The second adopts the decision tree
approach used in classification problems to this problem. We also report on the performance of the two
heuristics which does exceptionally well on problems with a very low probability of occurrence.
© 2009 Elsevier Ltd. All rights reserved.

1. Introduction
After the 9–11 attack, the free world in general, and the USA
in particular, have been catapulted into a new era, where security
has taken precedence over customer convenience and even individual rights in some arenas. The problem discussed in this paper has
many potential applications in passenger screening, cargo screening,
port security, quality control among others. The arena we specifically focus on in this work deals with passenger screening prior
to boarding at airport security checkpoints. Specifically, we address
the problem of optimizing the time required to perform security
checks of passengers seeking to board a given flight. The airport security problem has special features that are not found in many other
search problems. For example, there is a limited time to clear all
passengers for boarding so that flight is on time. As practiced now
at most US airports, any delay in one passenger's search delays all
passengers' departure. However, any one passenger may be denied
boarding without affecting the status of all others that are cleared
for a particular flight. The cost of denying boarding is small compared to the cost of allowing boarding of a terrorist. At the same time
the delays in passenger screening are a significant factor in reducing
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passenger traffic, especially on short-haul flights. The number of potential terrorists is small compared to the number of passengers,
and airport screening is somewhat like looking for a needle in a
haystack. There are two somewhat similar problems, which have received some research attention over the years. First is the problem
of searching for drugs in the US highway system, customs, and in
international waters. Here again, the search is done one at a time
and there is a possibility of searching the “wrong” person. Quite
often, the “suspect” is taken out of the waiting line and searched.
Thus, the time taken to search one person has no effect on any
other person. The number of drug smugglers is potentially a larger
fraction of the population searched compared to the terrorist population as a fraction of the flying public. However, cost of a failed
drug search is relatively small, in contrast with the airport security problem. A problem with similar overtones is the question sequencing problem in sampling. However, the sample is tied to the
population irrevocably, and unlike the airline search problem, the
whole lot is accepted or rejected. Another problem that is related is
the problem of designing an optimal length test so as to estimate
whether the knowledge level of the test taker exceeds the minimum
to obtain a pass [20]. Section 2 surveys the current research on related problems. Section 3 presents some definitions and notations. In
Section 4, we present an exact model of a restricted version of the airline security problem and present some solution procedures. In Section 5, we discuss a more general version of the model and present
some heuristics and ideas for other approaches to solve the problem. Section 6 contains concluding remarks and avenues of future
research.
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2. Literature search
The work presented in this paper falls under the broad and
emerging category called research on Intelligence and Security Informatics (ISI). According to [3], ISI is “the study of the use and
development of advanced information technologies, systems, algorithms, and databases for national security related applications
through an integrated technological, organizational, and policy
based approach”. Prior research on ISI includes applications of such
advanced techniques as information sharing and collaboration, data
mining, text mining and social network analysis to critical national
security areas such as intelligence and warning, domestic counterterrorism and border and transportation security [15]. ISI development in the area of intelligence and warning primarily focuses on
the detection of potential terrorist activities [3]. Wang et al. [22] developed automatic methods for detecting deceptive identity records
in police data. In [24], a principle clusters analysis approach for analyzing user navigations on the Web was presented. The approach
can be used to identify prominent navigation clusters on different
topics including terrorism related topics. ISI applications in the area
of domestic counter-terrorism aim at improving information sharing
and crime analysis abilities of local, state, and federal crime fighters
[3]. One example of ISI application in this area is COPLINK Detect,
an intelligence system that automatically extracts relationship information from crime incident data [9]. An outlier-based approach
to resolve the criminal incident association problem [12] is a recent
ISI application in this area. This paper is particularly related to the
ISI research in the area of border and transportation security, which
employs information technologies to create secure borders and
transportation systems. Prior research in this area includes information sharing among government agencies, criminal activity network
analysis, and anomaly detection in real-time data streams among
others. Marshall et al. [13] proposed a framework for integrating
data stored in different law enforcement agencies. Criminal activity networks were then generated based on the integrated data to
identify potential associations among criminal incidents. Warner et
al. [23] designed a secure data interoperation model for integrating
data from different government agencies, ports, and customers divisions. The integrated data can be used to detect anomalies such as
non-conforming shipments, abnormal behavior of inbound cargos
among others [1]. All of the forgoing research gives us good data
sources to formulate the problem discussed in this paper. As will be
seen later, the formulation requires prior probabilities for potential
terrorist incidence in a population. This research studies transportation security. In particular, we address the problem of optimizing
the time required to perform security checks of passengers seeking
to board a given flight.
Our specific research, namely, optimal sequencing of questions
does not appear to have received any attention in the research literature. There are statistically oriented analyses for test construction
as in Wainier and Wang [21] reporting on the TOEFL test for foreign
students, and similar analysis for the GRE exam [18] which appear
peripherally related to our topic area. The information-theoretic sequence alignment problem appears to be related to the problem at
hand. Allison [2] reports on the development of algorithms for aligning sequences. The sequence alignment problems is related more to
the generation of a complete set of pass or fail constraints, called
edits, in our problem and less to the optimal sequencing of the questions whose responses will be screened through the edit system
developed for the situation. The problem of edit generation, given
true/false type of answers to posed questions, is closely related to the
satisfiability problem [7]. The development of an optimal sequence of
questions whose responses when processed through the edits result
in a definitive pass or fail of the edit system requires identification of
those questions (clauses in the satisfiability problem) which are the

13

most critical to ask early on. In that sense the question sequencing
problem appears related to job sequencing problems in scheduling
[7]. Since the probability of a response being labeled trustworthy
or not is dependent on what previous questions have been asked,
our problem is also related to the maximum likelihood problem of
Bayesian statistics.
Considering the complexities of the underlying problems and
their computational intractability–satisfiability, optimal sequencing
with constraints to be satisfied and likelihoods to be revised—the
problem at hand is unlikely to be solvable to optimality with acceptable computational expenditures. We focus on development of
heuristic algorithms in an attempt to present viable, dynamically
usable mechanisms for screening subjects for making accept/reject
decision.
3. Problem description and motivation
Suppose that we have a system charged with checking any item
for suitability for a particular use. Each item is subjected to a series
of k tests. Each test has an n-nary outcome. After conducting all the k
tests, one can find out whether the item is suitable for the particular
use or not. Since the final outcome is binary (found the item to be fit
for use or not), there will be many overlaps in the series of test results
that lead to the same final result. By suitably arranging the sequence
of the tests, one would be able to make the final conclusion without
actually conducting all the tests. Hence, it may be useful to sequence
the tests so as to minimize the number of tests to be conducted
in order to reach the final conclusion. This may be formulated as a
question sequencing problem. Let us look at specific versions of such
a problem with an application in air passenger clearance.
Consider an airline passenger processing system, where each passenger is asked a series of questions which have binary (yes/no) answers, to find out whether there is any risk in clearing the passenger
for travel. At the end of the interview the passenger is either cleared
or denied entry to the plane. This system can be posed as a problem
of the type described above. Next, we present a formal definition for
such a problem.
Passenger Screening Problem (PSP): Let  = {1,2, . . . ,n} be a set of
questions and  = {0(No),1(Yes)} be a set of answers. All answer sequences to the n questions are mapped to one of two outcomes:
“Clear for travel” and “Denied travel”. Given a typical passenger
(flyer) who is going through security check and given pij i ∈  and
j ∈ , which is the probability of answering question i with answer
j, what should be the order in which the questions must be posed
that would minimize the expected number of questions to be asked
of a typical passenger.
Next we present an example to illustrate the issues involved in
this problem.
Example 1. Suppose that there are two questions A and B and the
attendant details as described below. The objective of the problems
is to find the correct order to ask the questions in order to minimize
the expected number of questions asked (Tables 1 and 2).
It is easily seen that if the answer to Question A is “Yes”, the
outcome is always C, regardless of the answer to Question B. Hence,
there is no need to ask Question B in that case. If the answer to Question A is “No”, then one has to ask Question B in order to complete
Table 1
Probability distribution for answers to questions.

P(Yes)
P(No)

Question A

Question B

0.7
0.3

0.9
0.1
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Table 2
Permutation of answers and corresponding outcomes.

Table 3
Question set Q and the pij matrix.

A

B

Outcome (Clear (C) and Deny (D))

Question

Prob. of yesYes (coded as 1)

Prob. of No (coded as 0)

Yes
Yes
No
No

Yes
No
Yes
No

C
C
D
C

A
B
C

0.2
0.3
0.1

0.8
0.7
0.9

the check. For the question order AB, if the first answer is “Yes”,
the number of questions to be asked is 1 and if the first answer is
“No”, the number of questions to be asked is 2, which leads to the
following expression.
The expected number of questions to be asked (for order
AB) = 0.7×1+0.3×2 = 1.3.
If the question order is BA, by similar logic, one can calculate the
expected number of questions to be asked as follows.
The expected number of questions to be asked (for order
BA) = 0.1×1+0.9×2 = 1.9.
Appropriate sequencing in this small example saves around 30%.
This problem may appear to be solvable by using the well-known
Karnaugh map technique, which is used to minimize logical circuitry,
also called Boolean minimization. In logical circuitry, the problem
is, given a Boolean logical operation between two Boolean variables,
how many distinct functions can be represented by a given set of
switches. In the PSP problem, there is no Boolean logic used to combine the answers to individual questions in order to derive the outcome (clear or deny). The relationship between the answer table and
the outcome (there are only two outcomes (clear or deny)) is totally
arbitrary in the PSP problem. Further, as noted in [5], Karnaugh map
is most useful for 2–4 logical variables and becomes steadily unwieldy beyond those numbers whereas we attempt problems up to
size 20. Hence, we did not explore this tool further. Next we propose
a formal model to address PSP.
4. Definitions and solution procedures
Consider the Passenger Screening Problem as described in Section
3 with n (yes/no) questions, and an attached final decision based
on the answers to the n questions. That is, all the permutation of
answers is uniquely mapped to a binary set of outcomes denoted as
“Clear” or “Deny”. Further, for each question, the probability of “yes”
or “no” is assumed to be known. The problem is to find the order in
which questions should be posed in order to minimize the expected
number of questions to be asked.
First, some definitions are given to characterize the answer set
for a given order in which questions are posed.
Primitive Edit: Any unique combination of answers for the n questions in the order in which they are posed.
Probability of a primitive edit: It is the joint probability of obtaining
the sequence of answers represented by the primitive edit.
Clear Set (C): The set of all primitive edits that are mapped to the
outcome denoted as “Clear”.
Deny Set (D): The set of all primitive edits that are mapped to the
outcome denoted as “Deny”.
Answer Set (A): The set of all 2n unique answer sequences (set of
all primitive edits) for the given set of n questions and the associated
order in which they are posed.
Assumption 1. C ∪ D = A and C ∩ D = .
We present a 3-question numerical example which is used
throughout to illustrate various solution procedures.
Example 2. Suppose that there are three questions A,B, and C
with the probabilities given in Table 3, primitive edits and the

corresponding outcomes (C and D) given in Table 4. The objective
is still to find the sequence that minimizes the expected number
of questions to be asked. It can be easily seen that set C contains
primitive edits 1, 3, 4, 7, and 8 and set D contains all the rest of the
primitive edits. Find the order in which to pose the questions so as
to minimize the expected number of questions asked.
4.1. Solution approach using complete enumeration
There are 3! ways in which the questions may be asked and the
optimal solution is characterized by the solution which requires the
smallest expected number of questions to be asked. For illustration,
question order ABC, along with all possible answers, and the corresponding expected number of questions to be asked are given in
Table 5. Suppose the answer sequence is (0, 1, 0). It may be noted
from primitive edits 3 and 4 produce an outcome of C, meaning
clearance. However, it is not necessary to ask question C, since an
answer of 0 to question A, and 1 to question B lead to clearance
regardless of the answer to question C. Hence the number of questions to be asked is 2 for answer combination 0 1 for question A
and B, respectively. The probability of such an answer sequence is
0.8×0.3 = 0.24. Finally the expected number of questions to be asked
is 0.24×2 = 0.48. For the primitive edit (0 1 1) the number of questions to be asked is 0, since it is already taken into account by the
primitive edit (0, 1, 0). Summarized answers are given for all the 3!
orderings in Table 6. The optimal solution is to ask the questions in
the order: BAC, which requires an average of 2.26 questions.
4.2. Heuristic solutions
Clearly, solving by complete enumeration is not viable for problems of large or even medium size. A feasible approach may be
through heuristic methods. If a question becomes redundant based
on answers to previous questions, it is clear that such a question
should be posed as late as possible to take advantage of the redundancy. In Example 2, question C, for the question order ABC, is redundant if the answers to A and B are 0 and 1, respectively. Hence
identifying such redundancies systematically and exploiting those in
solution development is the basis for the heuristic to be presented
later. First, we introduce some additional definitions.
Iso-edit: Two primitive edits i and j are said to be a pair of iso-edits
of order 1 (i,j), if both i,j ∈ C or both i,j ∈ D and they have identical
answers for any of the (n−1) questions out of the set of n questions.
For example, edits 1 and 3 of Table 5, with outcome C is a pair of
iso-edits of order 1. By extension, a set of 2k primitive edits are
said to be iso-edits of order k whenever all of them belong to either
C or D, and they have identical answers for any (n–k) questions.
Thus, the 2k primitive edits exhaust all combinations of answers for
the remaining k questions (notice that identical answers to (n–k)
questions implies the latter).
General edits: A pair of iso-edits (i,j) of order 1 can be combined
to form a general edit (i,j) of order 1. For example, edits 1 and 3 of
Table 5 can be combined into the general edit 1 shown in
Table 9. Further, it is equivalent to a primitive edit with all the
answers unchanged except that the answer for the single question
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Table 4
Primitive edit set with C and D denoted against primitive edits.
Edit #

Question A

Question B

Question C

Designated membership in C or D

Probability of edit

1
2
3
4
5
6
7
8

0
0
0
0
1
1
1
1

0
0
1
1
0
0
1
1

0
1
0
1
0
1
0
1

C
D
C
C
D
D
C
C

0.504
0.056
0.216
0.024
0.126
0.014
0.054
0.006

Table 5
Detailed analysis for question sequence ABC.
Primitive
edit #

1
2
3
4
5
6
7
8
a
b

Question
A

B

C

0
0
0
0
1
1
1
1

0
0
1
1
0
0
1
1

0
1
0
1
0
1
0
1

Probability of
the answer to A

Probability of
the answer to B

Probability of
the answer to C

Joint
prob.

#of Qns required to
make a decision

Decisions (clear: C
and deny: D)

Exp.# of
questions

0.8
0.8
0.8
0.8
0.2
0.2
0.2
0.2

0.7
0.7
0.3
0.3
0.7
0.7
0.3
0.3

0.9
0.1
0.9
0.1
0.9
0.1
0.9
0.1

0.504
0.056
0.24a
–
0.14a
–
0.06a
–

3
3
2
0b
2
0b
2
0b

C
D
C
C
D
D
C
C

1.512
0.168
0.48
0
0.28
0
0.12
0
2.56

In these cases question C need not be asked and hence the probability is the product of P(answer /A) ∗ P(answer /B).
In these cases the previous edit has already made the decision and hence this primitive edit will never be used.

with differing answers replaced by the letter C, if both i,j ∈ C1 and
replaced by D if both i,j ∈ D. A general edit of order k can be developed from a set of iso-edits of order K. Such an order K general edit
is similar to a single primitive edit with n–k identical responses,
and with all differing answers for the k questions replaced by C or
D depending upon which set the primitive edits belong to.
Union of general edits: It is the set of all general edits of order
k  1.
Generating general edits: General edits are crucial part of the solution process. Lemma 1 defines the characteristics of general edits
of order 1.
Let n be the number of questions. The number the primitive edits
corresponding to n questions will be equal to 2n . All general edits of
order 1 that may be formed from the primitive edits can be represented by a 2n×2n general edit of order 1 incidence matrix. The rows
and columns of the incidence matrix correspond to the primitive edits. An entry M in cell (i,j)2 means no general edit of order 1 exists
between the primitive edits i and j. A positive integer p in cell (i,j)
means that there exists a general edit of order 1 between primitive
edit i and j,3 with entries differing only in position p. Such a matrix
will be symmetric and hence only the upper diagonal elements may
need to be filled. Table 7 illustrates this for case of n = 3. Lemma 1
will help us to develop a formal approach to deriving a table such
as this for any problem size.
Lemma 1. There exists a pattern of combinations for generating general
edits from a, suitably arranged, exhaustive set of primitive edits.
Proof. Table 7 is an illustration of Lemma 1 for n = 3. The lemma
is fairly self evident if we look at the pattern of primitive edits and

1
For example, 110 and 111 (primitive edits 7 and 8 in Table 5) are replaced
by 11C.
2
For example, 111 and 001 (primitive edits 8 and 2 in Table 5).
3
For example, 110 and 111 (primitive edits 7 and 8 in Table 5).

Table 6
Evaluation of all possible solutions.
Question order

Expected number of questions required to make a decision

ABC
ACB
BAC
BCA
CAB
CBA

2.56
2.28
2.26
2.33
2.28
2.63

Table 7
Incidence matrix of general edits of order 1 for n = 3, assuming that all edits are
in set C (Clear).
Row/Columncolumn label

1

2

3

4

5

6

7

8

1
2
3
4
5
6
7
8

–

3
–

2
M
–

M
2
3
–

1
M
M
M
–

M
1
M
M
3
–

M
M
1
M
2
M
–

M
M
M
1
M
2
3
–

observe in which position a given pair differs. Hence, it is left to the
reader. 䊏
Example 3. Apply Lemma 1 for a problem with n = 3 to generate the
incidence matrix assuming all primitive edits are either in C or in D.
Number the primitive edits as 1–8 as shown in Table 5. This is
one way to suitably number an exhaustive set of primitive edits as
described in Lemma 1. Refer to row 1 of Table 7 as you read the explanation that follows. As per the patterns of combination described
in Lemma 1, primitive edit 1 can only combine with primitive edits 2, 2+20 = 3, and 2+20 +21 = 5. Further the position at which it
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Table 8
Incidence matrix of general edits of order 1 for n = 3 (using data of Table 4).

Table 9
Union of general edits.

Row/Column label

1

2

3

4

5

6

7

8

General edit #

Question A

Question B

Question C

Primitive edits used

1
2
3
4
5
6
7
8

–

M
–

2
M
–

M
M
3
–

M
M
M
M
–

M
1
M
M
3
–

M
M
1
M
M
M
–

M
M
M
1
M
M
3
–

1
2
3
4
5
6
7
8

0
1
0
C
C
C
1
D

C
1
1
1
1
1
0
0

0
C
C
0
1
C
D
1

1 and 3
7 and 8
3 and 4
3 and 7
4 and 8
3, 4, 7, and 8
5 and 6
2 and 6

can combine with edit 2 (this is in the 20 th (or first) super diagonal), is given by n which is 3 in this example. Combination with
edit 3, which is in the 21 st (second) super diagonal, can only be
done at position (n−1) = (3−1) = 2. Finally, combination with edit
5, which is in the 22 (fourth) super diagonal, can only be done at
position (n−2) = (3−2) = 1. Combination of primitive edit 2,3, . . . ,8
can be similarly derived using Lemma 1. Table 7 gives the complete
results.
Lemma 2. Let n be the number of questions and let 2n be the corresponding primitive edits. All general edits of order k may be formed
from these edits using a pattern similar to Lemma 1.
Suppose we impose the restrictions of Example 2 as shown in
Table 4 on the matrix of Table 7, we get Table 8. For example Cell(1,2)
is changed from 3 to M, because edit 1 and 2 are in different sets
(1 in C and 2 in D). Similarly all other non-M entries are checked
against the data and suitably changed, thus reducing the computation further.
Lemmas and general edit generation: The application of these lemmas will greatly reduce the computational burden in generating general edits. For any problem size, for each edit, there is at most n
other edits to be considered for combing into a general edit. The list
of candidate edits is deterministic and easily generated. The candidates are further pruned by applying the condition that the two edits
should be in the same set. Thus, these two lemmas allow us to conceptualize heuristics exploiting the fact that it makes sense to worry
about the order of the questions only up to the point where ordering
affects the efficiency of the process. Suppose in a problem instance,
there are n questions and the maximum order of general edits that
can be generated is k, then, it is clear that (n–k) questions can be ordered in any fashion without affecting the efficiency of the solution.
We still need to pick the “right” set of k questions and order them
as best as possible in the last k positions and place the remaining
questions in any order. Heuristics 1 and 1a use these principles to
build reasonable solutions.
Heuristic 1. Step 1: Generate the union of general edits using the
information in Table 8 (or similarly created table for the problem at
hand).
Step 2: Choose the question with maximum number of C's or D's
from the table of union of general edits. Break ties arbitrarily. Let
this be q[n] , the question picked for position n.
Step 3: For choosing q[n−i] , question for position (n−i) , among the
remaining questions, find that question which has maximum number
of C's or D's counting only general edits of order (i+1) and only those
edits which already has C's and D's in the questions already chosen
for positions (n), (n−1), . . . ,(n−i+1). Break ties arbitrarily. Place this
to be question q[n−i] . If at any time all questions have no C's or D's
satisfying the condition that they are in general edits of the correct
order and that those edits have C's and D's in all the questions already
chosen, then the remaining questions may placed in any order.
Let us use Example 2 to illustrate Heuristic 1 in a stepwise process.
Step 1: Generate a union of general edits as shown in Table 9.

Step 2: There are two candidates, question A and C with maximum
number of C's or D's in the Table 9. Breaking ties arbitrarily, one can
choose Question C to be the question in position 3.
Step 3: Question A has a general edit of order 2, which has a C
in the same general edit as Question C. There are no other general
edit of order 2, satisfying this condition for Question A or Question
B. Hence, pick Question A for position 2. That automatically assigns
Question B to position 1. Thus, the order is BAC. This also happens
to be the optimal solution for Example 2.
The computational burden of Heuristic 1 is fairly heavy, thus
limiting the size of the problems that may be solved. Heuristic 1a
uses the probability of occurrence to combine the general edits, but
once the higher order edit has been generated, the lower edits are
discarded. This dramatically reduces the computational burden, but
does impede the effectiveness. This also allows us to solve considerably larger sized problems.
Heuristic 1a. Step 1: List all primitive edits in descending order
of their probabilities.
Step 2: Generate the non-overlapping union of general edits starting with the primitive edit with the highest probability. In this
method, if two general edits of order i could be combined into a general edit of order (i+1), then the edit of order (i+1) is retained in the
set while dropping the two edits of order i.
Step 3: Choose the question with maximum number of C's or D's
from the table of union of general edits. Break ties arbitrarily. Let
this be q[n] , the question picked for position n.
Step 4: For choosing q[n−i] , question for position (n−i) , among the
remaining questions, find that question which has maximum number
of C's or D's counting only general edits of order (i+1) and only those
edits which already has C's and D's in the questions already chosen
for positions (n), (n−1), . . . ,(n−i+1). Break ties arbitrarily. Place this
to be question q[n−i] . If at any time all questions have no C's or D's
satisfying the condition that they are in general edits of the correct
order and that those edits have C's and D's in all the questions already
chosen, then the remaining questions may placed in any order.
Heuristic 2. Solution to the Passenger Screening Problem can be
obtained by learning a classification model from a set of primitive
edits and their associated outcomes. The learned model is then used
to classify future passengers as either clear or deny. Hence, traditional classification methods such as decision tree induction algorithms can be adapted to solve PSP. A decision tree is a classification
model with tree structure, where each internal node represents a
test on an attribute, each branch indicates a test outcome and each
leaf node represents a class. Algorithm ID3 [16] is a greedy decision
tree induction algorithm that constructs a decision tree recursively
from top to down. It employs entropy to quantify uncertainty in a
set and picks the attribute with the greatest entropy reduction as the
test attribute at each internal node in a decision tree. Algorithm C4.5
[17] enhanced the performance of ID3 in such areas as decision tree
pruning and handling continuous-value attributes. Efficient and scalable decision tree induction algorithms were proposed in [8,14,19].
By mapping the Passenger Screening Problem to a classification
problem, questions in a primitive edit are synonymous to description
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Fig. 1. A partially inducted decision tree.

attributes in a classification problem. The outcome associated with
a primitive edit can be treated as a class label attribute. A decision
tree is constructed through a repetitive process with the following
steps: choosing an appropriate description attribute (i.e., question)
with the greatest entropy reduction, testing on the chosen description attribute, and creating branches based on testing outcomes (i.e.,
answers to a question). The process stops when all leaf nodes in the
decision tree consist of primitive edits associated with a single outcome (i.e., Deny or Clear). Let us use Example 2 to illustrate Heuristic
2 in a stepwise process.
Step 1: Choose an appropriate description attribute (i.e., question)
with the greatest entropy reduction.
According to [16], the entropy of the overall set of primitive edits
before partitioned by any question can be calculated as shown below.
P(C)

E(overall) = −P(C) ∗ log2

P(D)

− P(D) ∗ log2

= 0.71,

where P(C) = 0.804 is the probability of clear in the overall set of
primitive edits (see Table 4), and P(D) = 0.196, is the probability of
deny in the overall set (see Table 4).
If the overall set of primitive edits shown in Table 4 were divided
by question A, we have the following.
The entropy of the primitive edits with answer to question A
being 0 is
P(C/A=0)

E(A = 0) = − P(C/A = 0) ∗ log2

P(D/A=0)

− P(D/A = 0) ∗ log2

= 0.37,
where P(C/A = 0) = 0.93, is theconditional probability of clear
in the primitive edits with answer to question A being 0, and
P(D/A = 0) = 0.07, is the conditional probability of deny in the
primitive edits with answer to question A being 0.
Similarly, the entropy of the primitive edits with answer to question A being 1 E(A = 1) = 0.88. And the entropy of the primitive edits
partitioned by question A denoted as E(A), is the weighted average
of the two entropies given by
E(A) = P(A = 0)E(A = 0) + P(A = 1)E(A = 1) = 0.47,
where P(A = 0) = 0.8, is the probability of answering NO to question
A, and P(A = 1) = 0.2, is the probability of answering YES to question
A (see Table 3).
Similarly, we can calculate E(B) = 0.60 and E(C) = 0.61.
It is clear that the greatest entropy reduction can be realized
if the overall set of primitive edits in Example 2 were partitioned
according to answers to question A.
Step 2: Partition the overall set of primitive edits based on answers to the question A, which gives rise to the partial decision tree
shown in Fig. 1.
Repeat steps 1 and 2 until all leaf nodes in the decision tree
consist of primitive edits associated with a single outcome. We have
the following decision tree as shown in Fig. 2.
For Heuristic 2, the expected number of questions to be asked
is equal to the sum of the probabilities of each path multiplied by

Fig. 2. Decision tree inducted from Example 2.

the number of arcs (each arc represents an answer to one of the
questions) in that path. For example, the probability for path corresponding to “No” to question A and “No” to question C is given by
(0.9)×(0.8) = 0.72, as detailed in Table 3. The contribution of this path
to the expected number of questions to be asked is 2×0.72 = 1.44.
Continuing this procedure, the expected number of questions to be
asked is found to be 2.08.
5. Performance analysis of heuristics
The heuristics to solving this problem was tested using randomly generated problem sets with some characteristics, which are
reported in Tables 9 and 10. The results were intriguing and this
section presents the details. It may be noted that both Heurisitcs 1
and 1a are static heuristics in the sense that the solution obtained
gives a fixed sequence of questions to be asked. In this sense, the solution is easier to implement. However, solution produced by Heuristic
2 is dynamic, in the sense that the answers to the questions already
posed will affect the questions to be asked. Implementation of this
will require an online software to help the investigator. This may be
borne in mind as we compare the performance of the heuristics.
There are three parameters in the problem, namely probability of answering “No” or “Yes” to each question (denoted as
P(“No”) = , hence P(“Yes”) = 1–), the probability that the system
will ultimately classify an entity as “Deny” or “Clear” (denoted as
P(“Deny”) =  and P(“Clear”) = 1−) and the number of questions
posed (denoted as n). In any large population, the number of suspicious entities may be assumed to be very small. Hence, the overall
probability of “Deny” will be very small. Given a set of questions,
the probability of getting an answer “Yes” or “No” from a population
may depend on the question and the population. For example, if
the question is: “Have you ever visited abroad?”, the probability of
“Yes” answer from New Yorkers may be higher compared to Iowans.
For the sake of ease of comparison among problems and among
solution procedures, we have set the probability of “Yes” or “No” to
any question to be the same for all questions in a simulated problem
set. This is clearly not a requirement for the solution procedures.
In our experiments with the solution procedures, the parameters
for P(“No”) comes from the set {0.01,0.1,0.5} and the P(“Deny”)
is targeted (see explanation in the following paragraph) to come
from the set {0.1, 0.01, 0.001}. The combination leads to 9 different
problem sets. Problem sets were solved for cases with number of
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Table 10
Performance of heuristics for P(“No”) = 0.01 and P(“Deny”) = 0.001.
Problem size (# of questions)

Expected number of questions to be asked based on five simulation runs
Heuristic 1

Heuristic 1a

Heuristic 2

Optimal solution by enumeration

6
9

3.414
4.658

4.064
6.118

4.042
5.454

3.059
4.315

Table 11
Performance of heuristics.
P(“No”)

001
001
001
01
01
01
05
05
05

P(“Deny”)

0.001
0.01
0.1
0.001
0.01
0.1
0.001
0.01
0.1

Problem size (number of questions) = 10

Problem size (number of questions) = 20

Heuristic 1a (expected
number of questions to
be asked based on five
simulation runs)

Heuristic 2 (expected
number of questions to
be asked based on five
simulation runs)

Heuristic 1a (expected
number of questions to
be asked based on five
simulation runs)

Heuristic 2 (expected
number of questions to
be asked based on five
simulation runs)

6.545
6.925
9.801
4.916
6.578
8.311
2.794
5.727
8.806

6.066
6.191
9.701
2.747
4.513
6.538
1.998
3.758
6.279

12.085
12.328
15.595
10.301
12.584
15.504
12.833
16.117
19.033

10.784
11.648
14.960
7.793
9.561
11.530
6.479
7.256
11.220

questions posed equal to 6 and 9 using all three heuristics and for
problem sizes 10 and 20 using Heuristic 1a and Heuristic 2. It may
be noted that Heuristic 1 may be used only for limited problem sizes
due to computational burden. Next, we discuss the actual problem
generation method used.
For the purpose of problem generation, the questions are numbered 1,2, . . . ,n and are assumed to be posed in the natural order.
Clearly there are 2n sequences of answers. For each sequence, we
calculate the probability of occurrence of that sequence based on
the parameter . Suppose n = 3,  = 0.1 and answer sequence
is (1 1 0), then the probability of occurrence of answer sequence
(1 1 0) = (1−)×(1− )× = 0.9×0.9×0.1 = 0.081. For each answer
sequence, we generate a classification based on the general distribution of “Deny” and “Clear”. However, the overall probability of
“Deny” in a given problem instance should be equal to the sum of
the probabilities of occurrence of all answer sequences in the given
instance that lead to the classification of “Deny”, that is, it must
be equal to . The random assignment procedure outlined earlier
cannot guarantee that the overall probability of “Deny” will indeed
equal to . Hence, we keep a continuous sum of the probability of
“Deny” as we generate the problem instance and make the absolute
value of the difference between the overall probability of “Deny”
and  as low as specified.
Our goal is to show that there is an enormous potential to save
time and effort by appropriate sequencing of questions in an enquiry. The problem parameters were selected to reflect possible real
life scenarios that may find applications for this formulation. For
smaller problem sizes all three methods were used and performance
analyzed on a comparative basis. However, Heuristic 1 would be
too burdensome computationally for larger problems. The remaining two (Heuristics 1a and 2) are fairly robust and could be used for
any conceivable real life scenario. For each problem set, 5 random
instances were generated and all three solution procedures were applied to the instances and the results are reported in Table 10. As can
be seen from the result, Heuristic 1 is the best performing heuristic
and has cut down the expected number of questions to be asked by
almost 50%. The performance of Heuristic 1 is also close to the performance of the optimal sequencing of questions, under which the
expected number of questions to be asked is 3.059 for the problem

size of 6. The optimal solution is found through exhaustive enumeration of all possible sequencing of questions. Execution time of each
heuristic and the optimal solution were also recorded. The heuristics and the optimal solution were run on a PC with 1.83 GHz CPU
and 1 G memory. For the problem of sequencing 6 questions, the
average execution time of Heuristics 1, 1a, and 2, and the optimal
solution is 2, 1, 1, and 32 s, respectively. For the problem of sequencing 9 questions, the average execution time of Heuristics 1, 1a, and
2, and the optimal solution is 303, 1, 1, and 3395 s, respectively. It
may be noted that the order of magnitude of computational times
for Heuristics 1a and 2 is about the same.
A more elaborate testing scheme was implemented for direct
comparison of Heuristic 1a and 2 for larger problem sizes. The results
are tabulated in Table 11. In general, classification based Heuristic
2 outperforms Heuristic 1a which is based on truncated enumeration. The savings in the expected number of questions to be asked
using Heuristic 2 varies from 40% to 80%, with the exception of one
combination (parameter set: P(“No”) = 0.01, and P(“Deny”) = 0.1,
and problem size = 10). Using Heuristic 1a, the savings is typically
20–50% with some occasional exceptions. It may be noted that when
the number of questions to be asked is relatively smaller and the
P(“Deny”) is relatively larger, the two types of edits (clear and deny)
are so wide-spread that it limits the ability of the algorithm to combine edits. It may be noted that if we keep P(“No”) constant, the performance of both heuristics deteriorates as the P(“Deny”) increases.
As the probability of “Deny” increases, the answers become more
mixed, reducing our ability to classify, which forces us to ask more
questions before becoming certain about the outcome of the subject
being questioned. Another approach to analyze the results of Table 11
would be to study the results by keeping the P(“Deny”) constant and
comparing the results for changes in P(“No”). It may be noted that the
performance of both algorithms improve as the P(“No”) increases.
The reason behind this trend is that for a given P(“Deny”), fewer edits will be marked as “D” as the P(“No”) increases. This enables the
algorithms to combine more primitive edits to higher order edits in
Heuristic 1a. In the case of Heuristic 2, it represents lower level of
diversity leading to improved results. However, the singular exception to this trend happens for Heuristic 1a for P(“No”) = 0.5. This is
due to the fact that when the probability of occurrence of primitive
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edits is equal, advantage of combining primitive edits with higher
probability of occurrence first (Step 2 of Heuristic 1a) is lost, leading to poorer performance. Real life problems are unlikely to be of
this type.
The data set of primitive edits is an imbalanced data set, where
primitive edits with “Clear” decision greatly outnumbers primitive
edits with “Deny” decision. One way of improving the performance
of Heuristic 2 is to balance the data set by giving primitive edits
with “Deny” decision more weight when calculating entropy. We
experimented with this approach and solved problems of sizes 10–14
and weights in the range 25–200. In every instance, there was a
slight improvement when compared to Heuristic 2, but not sufficient
to warrant a separate report. There may be other approaches to deal
with the inherent imbalance in the data set of the PSP, which is left
as a future research question.
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questions to be asked in order to minimize the expected number
of questions to be asked. This class of problems seems intrinsically
hard, though we have not studied it from the point of view of problem complexity. One avenue of the future research would be to study
whether they are NP-hard. Finally, all heuristics developed in this
paper assume a given and static data set of questions and answers
and their associated clear or deny. More advanced heuristics need
to be developed for dynamic data sets with potential changing patterns of answers. Prior research on knowledge refreshing [6] could
be employed for this line of future research. In summary, this is a
very rich problem with a wide scope for algorithm development.
This is also a real and contemporary problem which needs to be
brought to the attention of researcher which may help spawn further
research.
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